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distributed, copied or reproduced 
otherwise without permission.

Two years after US major labels gave up on suing 
individual file-sharers, a variety of smaller movie, music 
and games companies are sending out “speculative 
invoices” to members of the public threatening court if 
they fail to pay up. We discover how the numbers stack 
up and investigate whether the money is worth the 
inevitable PR backlash. 

In 2007, shortly before the RIAA revealed 
that it was to cease pursuing individual 
file-sharers, noted law firm Davenport Lyons 
began serving orders to broadband ISPs in 
the UK demanding details of thousands of 
customers alleged to have shared a pinball 
videogame. Once the names and addresses 
of each customer were secured – usually in 
exchange for a hefty payment to the ISP –  
the alleged file-sharers were threatened with 
court unless they coughed up a payment 
usually totalling hundreds of pounds. 

Even back then the process was fraught with 
controversy. Logistep, one of the companies 
used to pick up this kind of data, was warned 
that its activities violated Swiss telecoms law. 
One of Logistep’s lawyers, caught cashing 
payments into a private account, was 
suspended from practising. Consumer group 
Which? and the BBC’s Watchdog programme 
piled in, accusing Davenport Lyons of bullying 
innocent members of the public by falsely 
accusing OAPs of downloading hardcore 
pornography. In May 2009, Davenport Lyons 
stepped back from speculative invoicing, 
handing its client base, some staff members 
and template letters to ACS Law. Andrew 
Crossley, the one-man-band behind ACS, 
had previously been fined by the Solicitors 
Regulation Authority for failing to provide 
his accounts. Now he wanted to look inside 
the accounts of British citizens accused of 
uploading copyrighted files.

Speculate to 
accumulate: mass 
lawsuits and P2P
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Not only did ACS allow the details of 
thousands of Sky customers to leak out, but 
it allowed contracts to be uncovered showing 
that Sky was charging between £1.10 and £65 
per IP address to hand over customer details. 
Revenue estimates were laid bare, allowing 
us to see exactly how many customers reply 
and how many pay up (see accompanying 
table) and proving that there are hundreds 
of thousands of pounds at stake in the 
speculative invoicing trade. There was even 
damaging material in respect of ACS Law’s 
dealings with the Solicitors Regulation 
Authority, explains Joe Hickster of ACSBore.
Wordpress.com, “where emails reveal that 
ACS Law attempted – in their own words – to 
‘wrong-foot’ part of the investigation against 
them.”

These damaging revelations played into 
the hands of antipiracy opponents and 
certainly helped ISPs BT and PlusNet secure 
an adjournment to January 2011 as part of a 
case from another speculative invoicing law 
firm, Gallant Macmillan. A spokesperson for 
PlusNet said: “We want to ensure broadband 
subscribers are adequately protected so 
that rights holders can pursue their claims 
for copyright infringement without causing 
unnecessary worry to innocent people.” 
The Gallant Macmillan case, conducted on 
behalf of indie label Ministry of Sound, is 
rare in that it represents a record company. 
The vast majority of “speculative invoicing” 
claims are for adult entertainment or gaming 
title: the major labels – once bitten, twice shy 

– are keen to distance themselves from the 
practice.

Nick Phillips, Head of IT & IP at Barlow 
Robbins LLP warns that the term “speculative 
invoicing” may not be entirely fair. “There’s 
a distinction between demanding payment 
of an invoice and making an offer to settle. 
These companies are saying, ‘If you’d like for 
us not to sue you we’ll accept the following.’ 
It’s standard practice in other realms – you 
make an allegation and offer to settle it.”

However, explains Phillips, “the business 
model here is not based on taking people 
to court – except the odd person to prove 
a point.” Such a point was made when 
Davenport Lyons announced a £16,000 win 
against an alleged file-sharer in London, but 
the woman concerned didn’t turn up in court 
and Music Ally has not been able to establish 
whether any funds were recovered.

James Bench of BeingThreatened.Yolasite.
com, a campaigning site which created the 
Speculative Invoicing Handbook (http://bit.
ly/aTNTpA) says: “As far as we are aware 
there has never been a properly-contested 
speculative invoicing case in the UK courts. 
We believe this is because the firms involved 
know they are on very thin ice where the 
reliability of the evidence and the calculation 
of quantum damages are concerned. There 
has been a handful of cases where things 
got a bit closer to a court date but they 
were situations where the letter recipient 

had incriminated themselves or where the 
recipient had identified a third party that had 
committed the alleged infringement. These 
cases were mostly settled out of court.”

In the UK civil courts it is not up to the 
rightsholder to prove “beyond reasonable 
doubt” that the alleged infringer is guilty. 
Instead the decision is made upon the 
“balance of probabilities”. Speculative 
invoicers have only limited information, such 
as the IP address and sometimes usernames, 
to go on. “If it was a fully fought case”, argues 
Nick Phillips at Barlow Robbins, “you’d expect 
to be looking through someone’s hard drive 
and see what it was on that hard drive.” 

As for whether the monitoring companies’ 
own software might pass the litmus test, 
Joe Hickster of ACSBore points to ACS’s 
own emails, saying: “ACS Law claim they 
have expert witnesses who have seen 

The bomb hit in September this year when 
online activism groups discovered reports of 
an Indian company called Aiplex. According 
to news coverage, Aiplex was employed by 
Indian TV and movie companies (including 
one co-owned by Fox) to issue “denial 
of service” (DOS) attacks to bring down 
BitTorrent related sites. In response, a loose-
knit cabal of activists from messageboards 
such as 4chan unleashed their own “denial of 
service” attacks against various rightsholders 
and anti-piracy companies. ACS Law’s 
website was one of those to go down, but 
when it returned, the site was unsecured – 
leaving all its private email exposed. “The 
DOS itself did nothing but take the website 
offline”, explains Andrew Norton, a P2P 
researcher, blogger at KTetch.Wordpress.
com and Legal Officer of the US Pirate Party. 
Norton did not participate in the attack 
but observed communication around it via 
online forums. “The incompetent actions of 
the person restoring the website because of 
the DOS leaked the information.”

As ACS’s email trail was examined by eager 
activists, it became clear that the law firm 
had neglected its obligation under UK data 
protection laws to encrypt information it was 
collecting on customers. “There are emails 
actually telling the monitoring people at the 
time, NG3systems, to remove the encryption 
as it was playing havoc with their databases,” 
explains Joe Hickster of ACSBore.Wordpress.
com, a website that campaigns against ACS.
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disappear and companies like Digiprotect will 
deal with ISPs directly, with the rightsowners’ 
legal counsel acting where needed.” Nick 
Phillips at Barlow Robbins agrees: “If there 
are three allegations of infringement and 
your internet link is turned off, for solicitors’ 
firms you’re taking away the money element. 
The justification is to support copyright 
more generally, which must be in the public 
interest.”

Under “three strikes” legislation, lawyers 
will lose the incentive to demand upfront 
settlements because the public will know 
that only repeat offenders will have their 
internet connection terminated. 

Indeed the draft code referenced by the 
Digital Economy Act sets out standards of 
evidence and quality assurance on that 
evidence meaning that only once notification 
has been sent to repeat offenders several 
times could rightsholders even request 
customer data. 

So, although the Machiavellian techniques 
employed by the likes of ACS Law might be 
used to demonstrate how copyright law can 
be abused, if anything the Digital Economy 
Act should protect members of the public 
from marauding ambulance chasers such as 
ACS. In the meantime, if the music industry 
hopes to build a proper digital economy 
– rather than a protection racket built on 
menace and threat – the best thing is to stand 
well back and let legislation take its course. 

the monitoring software and they will 
be produced if a case ever goes to trial. 
However, one of the experts, Clem Vogler, 
is marked out in an ACS Law email recently 
leaked as being a bit of a problem. An email 
from Adam Glen to Andre Crossley states: 
‘You know my view on the quality of Clem 
Vogeler’s expert witness statement and what 
I perceive as the opportunity it provides to 
serious challenge.’”

The ongoing accusations of bullying are 
now inspiring other law firms to investigate 
whether there may be potential for 
harassment suits against ACS. “The legal 
basis for the claims being made against these 
alleged file-sharers involves complex legal 
and technical principles. 

These are extremely difficult for a layperson 
to understand and can often mean an 
innocent person is being pursued,” says 
Michael Forrester of the intellectual property 
team at Ralli. “It can be incredibly upsetting 
for people to receive such letters and they 
may well have a claim for harassment against 
ACS Law, so I am urging them to come 
forward.” 

But what about the future and the effect of 
speculative invoicing on the Digital Economy 
Act? P2P researcher Andrew Norton says: 
“The proposed enforcement method under 
the act is the same basic method as used by 
ACS and Gallant MacMillan. If anything, the 
only change we'll see is that the lawyers will 

Speculative invoicing timeline:

September 2003 
The RIAA commences 30,000 lawsuits 
against individuals alleged to have shared 
music files

March 2006
Andrew Crossley, solicitor, fined by the 
Solicitors Regulation Authority for failing to 
provide accounts

March 2007
Davenport Lyons serves court orders on 
18 ISPs relating to file-sharing on Zuxxez/ 
Topware games

April 2007 
Davenport Lyons provides alleged file-
sharers with a 31-page document  
(http://bit.ly/cD6jIN) detailing the techniques 
and evidence used in claims related  to 
sharing of Topware Interactive’s game 
“Dream Pinball 3D”. This document contains 
a receipt showing that Telewest Broadband 
charged Davenport Lyons GBP £18,473 in 
costs to process delivery of customer contact 
details. The information is believed to have 
been collected by Logistep

January 2008
EU regulator says that IP addresses should 
generally “be regarded as personal data”

January 2008
Switzerland warns Logistep that its activities 

violate Swiss telecommunications law

April 2008
Elizabeth Martin, a lawyer working with 
Logistep to send out filesharing claims, is 
suspended from practising for violating the 
code of the Paris Bar Council. Violations 
include “unfairly representing a situation” 
and cashing payments into a private account 
not a litigation account

June 2008
University of Washington researchers release 
a study http://bit.ly/9Bvxrv showing that 
“practically any internet user can be framed 
for copyright infringement today” and that 
“innocent users may still receive complaints” 

August 2008
Davenport Lyons announces that Isabella 
Berwinska, a Polish woman living in London, 
has been ordered by the Central London 
County Court to pay GBP £16,000 to Topware 
for allegedly filesharing a game. Although 
the case is covered on national TV it emerges 
that Berwinska did not attend the hearing 
so the fee was granted by default. Music Ally 
has not been able to contact Berwinska or 
establish whether she ever paid up.

November 2008
A leaked contract http://bit.ly/b7CeK1 
shows that DigiProtect is granted rights by 
rightsholders, presumably so that it has the 
permission to share / uploaded files into 

http://bit.ly/cD6jIN
http://bit.ly/9Bvxrv
http://bit.ly/b7CeK1


December 2009
ACS Law posts a message on its site claiming 
that court filings were made in September. 
No cases have since come to court.

January 2010
UK consumer organisation Which reveals 
that it has received over 150 complaints from 
customers, including elderly people, who 
believe they have been wrongly accused of 
filesharing

March 2010
The Solicitors Regulatory Authority refers law 
firms Davenport Lyons and Tilly Bailey Irvine 
to disciplinary tribunals with reference to 
their activities against alleged filesharers

April 2010
Copyright Enforcement Group emerges as a 
potential US “speculative invoicing” outfit

May 2010
Washington, DC firm US Copyright Group 
targets 20,000 BitTorrent users on behalf of 
a variety of independent movies

May 2010
Voltage Pictures, producers of Oscar hit The 
Hurt Locker, file suit against 5,000 alleged 
file-sharers

August 2010
The Solicitors Regulatory Authority refers 
ACS Law to a disciplinary tribunal in regard 
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file-sharing networks in order to find which 
members of the public connect and thus also 
engage in the file-sharing

November 2008
Davenport Lyons sends out claims on behalf 
of DigiProtect for adult entertainment works 
including “Army F***ers”

December 2008
A Wall Street Journal article reveals that 
the US major labels have abandoned their 
strategy of suing individual file-sharers

December 2008
BBC’s Watchdog broadcasts a segment on 
Davenport Lyons claiming that innocent 
members of the public are being sent 
menacing letters demanding money for file-
sharing of games. Watchdog uses forensic 
computer labs to prove its case.

December 2008
Consumer group Which? files a complaint 
with the Solicitors Regulatory Authority, 
arguing that the legal firm’s conduct has 
been “bullying” and “excessive” 

December 2008
One victim takes Davenport Lyons to the 
Small Claims Court and wins £250 in lost 
earnings and £30 court costs

March 2009
Davenport Lyons writes to a retired 64-year-
old alleged accused of downloading porn film 

“Euro Domination 5*” closing the matter and 
apologising for inconvenience or distress.” 

May 2009
Davenport Lyons drops its campaign of 
letters against filesharers. ACS Law begins 
work on the same clients. Davenport Lyons 
tells The Register that “certain members of 
Davenport Lyons' staff have joined ACS Law 
to continue working with these clients and 
we have given permission for ACS Law to 
use documents originally created by us, in 
the file-sharing work they undertake” but 
that “there is no connection, financial or 
otherwise, between Davenport Lyons and 
ACS Law.”

May 2009
ACS Law sends out claims on behalf of 
Reality Pump for the game “Two Worlds”

June 2009
ACS Law sends out claims on behalf of 
DigiProtect for Scooter

July 2009
US District Court Judge Richard Jones says 
that IP an “IP address identifies a computer”, 
not an individual person.

November 2009
ACS Law sends out letters to an estimated 
13,000 BT customers based on information 
from DigiProtect

to the company’s activities against alleged 
file-sharers

September 2010
Customers of several US ISPs receive notice 
that their personal details are being handed 
over to Voltage Pictures with regard to The 
Hurt Locker

September 2010
The UK government announces that, as part 
of the Digital Economy Act, major internet 
service providers will have to bear 25% of 
the costs in sending out warning letters to 
alleged file-sharers with rightsholders paying 
the remaining 75%.

September 2010
Indian technology firm Aiplex is reported by 
the Sydney Morning Herald to be employed 
by movie and TV companies including 
Fox Star Studios to run “denial of service” 
attacks against BitTorrent sites. Geeks on 
messageboard 4chan fight back with similar 
attacks of their own against Aiplex, the MPAA, 
the RIAA and the BPI among others. Sophos 
reports that denial of service attacks are 
illegal in the US and UK. 

September 2010
Online activism group “Anonymous” 
succeeds in taking the website of ACS Law 
offline. When setting the website online 
again, employees of ACS Law accidentally 
leave elements of the site unsecured, 
allowing an archive of email correspondence 
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to become open, including personal details of 
thousands of file-sharers. ACS Law’s method 
of storing customer data as an unencrypted 
spreadsheet contravenes the Data Protection 
Act. The Information Commissioner launches 
an investigation into ACS and ISPs Sky and 
BT/PlusNet state that they are suspending 
cooperation with ACS.

September 2010
Various broadband providers including 
BT, O2 win a court bid to prevent law firm 
Gallant Macmillan, on behalf of the Ministry 
of Sound, from gaining personal details of 
alleged filesharers. Chief Master Winegarten 
is reported as saying that “There wouldn’t be 
this hue and cry unless you were pursuing 
people who were innocent. I can’t understand 
why in these thousands – hundreds of 
thousands – [of letters sent out] no-one 
has been sued”. Gallant Macmillan plans to 
appeal the case in the High Court.

October 2010
The One Show reports on innocent victims of 
speculative invoicing - http://bit.ly/bg2XAg/. 
The show interviews a 67-year-old church 
elder who states that he was at the opposite 
end of the UK, with his router switched off, 
when the filesharing offence of which ACS 
accuses him allegedly took place.  

October 2010 
As part of the Gallant Macmillan appeal, BT 
/ PlusNet is granted an adjournment in the 

High Court to January 2011. BT states: “The incident involving 
the ACS:Law data leak has further damaged people’s 
confidence in the current process. We’re pleased that the 
court has agreed to an adjournment so that our concerns can 
be examined by the court, this will then act as a precedent/
test case for the future”

Source: ACS Law emails – first four months 2010

 Client Letters Disputed Non-responders

Digiprotect  6640  1992  2656

Topware  590  177  236

Techland  364  109   146

Reality Pump  236  71   94

Media C.A.T 3537  1066  1406

Total 11367  3415  4538

Out of these the monies, percentages are broken down as follows

Client  Share to  Share to law  Share to monitoring  
 client (%)   firm (%)   company (%)

Digiprotect 50  37.5  12.5

Reality Pump  25 42  33

Topware  25 42  33

Techland  33 42  25

Media C.A.T  35 52.5  12.5

Yann Peifer  40 45  15

As of April 2010 the monies paid are the following
 Client Money recovered Paid to client Paid to monitoring company Paid to law firm

Digiprotect  £346,607.90  £151,625.86  £45,060.21  £131,048.38

Topware   £68,127.47  £10,880.48  £10,881.48  £23,551.18

Techland  £22,474.85  £795.93     £590.00  £2,228.43

Reality Pump  £34,866.90  £3519.16  £4,645.28   £7,628.20

Media C.A.T  £164,681.00  £35,350.57  £15,066.06   £55,957.20

Total  £636,758.22  £202,172.00  £76,243.03  £220,413.39

Source: DigiRights Solutions presentation October 2009 - http://bit.ly/cmBZtd

Approximate number of people pursued per title: 5,000

Average payment request €450 per offence (i.e. per game or per track)

Percentage of those that pay: 25%

DigiRights share (includes legal fees, admin and IT costs): 80%

Rightsholder share: 20%

Rightsholder income per average offence/ game / track: €90

Projected approximate rightsholder income per title: €112,500

http://bit.ly/bg2XAg/
http://bit.ly/cmBZtd

